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BBepneHue

Cunctema pesepBHOro konvpoBaHuss RuBackup no3BonsieT BbINOMHATL
KNMEHTaM TMOMHOE W WHKPEMEHTaNlbHOE pe3epBHOE KOonupoBaHue ¢oanioBbiX
CUCTEM, KaTanoros 1 OTAENbHbIX doannos.

Cunctema pesepsHoro konvpoBaHus RuBackup nopnoepxuBaer Bce
goavnosble cuctembl Kak ans Linux, Tak n gna Windows knueHToB. [lpn atom
KOHCUCTEHTHOCTb [aHHbIX rapaHTMpyeTcs TONbKO Ha hannosbix cuctemax ZFS u
BTRFS.

MonHoe pe3epBHOE KOMUPOBaHME — 3TO CO3QaHWE PE3EePBHON KoMUY
BCEX AaHHbIX 13 UCXOAHOro Habopa, He3aBMCUMO OT TOro, USMEHSNIUCH OaHHbIe UMK
HET C MOMEHTa BbIMOMHEHNs NOCNeaHEN NOMHON Pe3ePBHON KOMWN.

AudochepeHumanbHoe pe3epBHOE KOMUPOBaAHUE COXPaHSET TOMNbKO
JaHHble, W3MEHEHHble CO BPEMEHV BbINONHEHMS Npenblaywero  MofHOoro
PEe3epPBHOro KOMUPOBaHUS.

MHKpeMeHTanbHOe pe3epBHOE KOMUPOBaHME COXPaHSeT TONMbKO
JaHHble, N3MEHEHHbIE CO BPEMEHU BbINOMHEHNS NMpeablaylein NHKPeMeHTanbHOM
pe3epBHON KOMUM, a eCnv TakOoW HEeT, TO CO BPEMEHWN BbINOMHEHUS MNOCneaHewn
NMONHOW pe3epBHO Konuu.

PesepBHOE KONMpOBaHWE BbINOMHAETCS MO 3apaHee 3afaHHbIM npasunamM B
rnobanbHomM pacnucaHum RuBackup, a TakXke B COOTBETCTBMM C MpaBuiamu
NOKanbHOro pacnncaHns KImneHTa, ecnm 310 paspeLLeHo KMNEHTY aaMUHNCTPATOPOM
RuBackup. Takxe KnneHTy OOCTYNHO CPOYHOE PE3EPBHOE KOMUPOBAHME TEX WA
WHbIX PaNNoB, HO B 3TOM CNy4Yae BbIMNOMHAETCS MOSIHOE PEe3epBHOE KOMMpoBaHue
BblOpaHHOro pecypca.

BoccraHoBneHue pe3epBHO|7| KOMW BO3MOXHO MO MHUUMaTUBe KnmeHTta. [ns
BOCCTAHOBNEHNA OaHHbIX NONb30BaTeslb OO0JIKEeH BBECTW MNaposb, NO3BONSAOLWNIA
BbIMOJIHUTb BOCCTAHOBJIEHME.

MNMonHoe pe3epBHOE KOMMPOBaHME MOXET ObiTb BbIMOMHEHO C NMPUMEHEHNEM
CcXatns Ha CTOPOHE KAMEHTa WM Ha CTopoHe cepeepa RuBackup, BO3MOXHO
npeobpasoBaTb PE3EPBHYD KOMWM BbIOPaHHBLIM ~ anropuTMoM  (CM.  pasgen
«3alWwmTHOE Npeobpa3oBaHNe PE3EPBHBIX KOMUIA».
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YcTtaHoBKa knmeHTa RuBackup

[ns BO3MOXHOCTM pe3epBHOr0 KOMMPOBaHUSA (OAMNOBbIX CUCTEM MpPU
nomowm RuBackup Ha cepBep OonxeH OblTb ycTaHoBneH knveHT RuBackup.
Mogoynb Ons pe3epBHOrO KOMMPOBAHUS M BOCCTAHOBNEHUS (PAWMNOBbIX CUCTEM
BKNIOYEH B COCTAB KNMEHTCKOro naketa. NoapobHo npouenypa yCTaHOBKM KMEHTA
onucaHa B «PykoBOACTBE MO YCTaHOBKE CEPBEPOB PE3EpPBHOrO KOMMPOBaHUS W
Linux knueHntoB RuBackup». Insa onepaunoHHoi cuctembl Windows — B
«Pykosognctse no ycraHoske Windows knneHtos RuBackup».

Knnent RuBackup npencraBnsiet coboit (OOHOBOE CUCTEMHOE MPUIOXEHUE
(beMoH wnu  cepsuc), obecneumBalolwee B3aUMOLEWNCTBME C  CEPBEPHOIA
rpynnvposkon RuBackup. Insi BbiNONHEHMS pe3epBHOrO KOMUPOBAHWUS KIINEHT
RuBackup gonxeH pabotate OT MMeHM cyneprionb3oBaTens (root ans Linux w
Unix).

KaTtanor gnsa co3paHusi pe3epBHbIX KONMUA U XpaHEeHUS BPEMEHHbIX
cannos

[na cospaHua pesepBHbIX KOMWA  BUPTyaNbHbIX MaWWH W XpPaHeHUs
BPEMEHHbIX (halnoB, KOTOpble CO3[AKTCA MPW MX BOCCTaHOBNEHWUM, TpebyeTcs
onpenenéHHoe npocTpaHcTBO. PekomeHaoyeTca BblOeNUTb Ona  9TOM  Lenu
OTOENbHbIA  OUCK WM YCTPOWMCTBO XpPaHEeHWs OOoCTato4yHOro pasMepa WU
NpUMOHTMpOBaTb K /backup (MMBO K WMHON yAOOHOW TOYKE MOHTMPOBAHWS), BO
n3bexaHne nepenonHeHNs CUCTEMHOro aucka. Heobxoommo onpegenutb 3ToT
KaTanor Kak 3HayeHne napameTpa use-local-backup-directory B
KOHpurypaumoHHoM coaine /opt/rubackup/etc/config.file n nepesarpy3ntb KINEHT
RuBackup. B ncknountenbHbIx cnydasx oornyctumMo UCNONb30BaHNE BO3MOXHOCTU
cepeepa RuBackup npegocrtasuts knmeHty NFS katanor ons cos3naHvs pesepBHOi
Konuu. [ns aToro Hy>XXHO onpenenuTb 3HaYeHne napametpa nfs-share-mountpoint,
KOTOpbIA OnpenensietT B Kakylo TOYKY ¢paiinoBoi cuctembl ByaeT NMpUMOHTUPOBAH
NFS karanor. MapameTp use-local-backup-directory B aToOM cny4yae OONXeEH ObiTb
OTK/MOYEH, a Ha cepeepe RuBackup npovsseneHbl COOTBETCTBYOWME HACTPOMKM
INna onpeneneHvs pasgensemoro kartanora. bonee noopobHo cM. «PykoBoACTBO
CUCTEMHOro agMuHuctpartopa RuBackup».
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3alwuTHoe npeobpasoBaHne pe3epBHbIX

KONMun

Mpy HeobXxoauMOCTW, cpasy Nocne BbIMONHEHUS PE3EPBHOTO KOMMPOBAHUS
BalW pe3epBHbIe Konun MoryT ObiTb Npeobpa3oBaHbl Ha KNeHTe. Takm 06pasom,
BaXXHble AaHHble B6ynyT HeooCTyNHbl Ans agMuHucTpatopa RuBackup vnu gpyrux
N1, KOTopble MOrin Obl NONMy4nTb OOCTYM K PE3epBHOM KOnuu (Hanpumep, Ha
BHEIWHEM XpaHWIMWE KapTPUOXKEA NEeHTOYHON OmbnuotTekn WnnM Ha Mnowanke
npoBaiiaepa 0611a4yHOro XpaHunua ons Bawmx Pe3epBHbIX KOMMIA).

3awmtHoe Npeobpa3oBaHme OCyLLEeCTBASIETCS Bxoaswer B coctas RuBackup
ytunuton rbcrypt. Knioy gns 3awmtHoro npeobpasoBaHWs Pe3epBHbIX KOMui
pacrnonaraetca Ha XoCTe KveHTa B doawnne /opt/rubackup/keys/master-key.
3awuntHoe npeobpa3oBaHne AaHHbIX NPV nomowm rberypt BO3MOXHO C O/IMHON
Kntoya 256 61T (no ymonyaHuio), a Takxe 128, 512 nnm 1024 éuta B 3aBUCUMOCTY
OT BblOpaHHOro anropmTmMa npeobpasoBaHus.

Ecnn nns npasuna rnobanbHOro pacnucaHmst HeobxoamMMo BblbpaTb 0cobbIl
PEXUM 3aUTHOrO NPeobpasoBaHNs C O/MHOW K/o4ya, OTANYHOW OT 256 6uT, 1 C
KNOYOM, PaCronoXeHHbIM B IPYroM MECTE, TO Bbl MOXETe caenatb 3TO MNPy NMOMOLLM
CKPUMTa, BLIMOMHSIIOWEroCS MNOCNEe  BbINOMHEHUS PE3EPBHONO  KOMMPOBAaHUS
(onpepensieTcs B npasBuie  rnobanbHOr0  pacnMcaHns  aaMUHUCTPATOPOM
RuBackup). lMpn atom Heobxoammo, 4TOObl MMS MNpeobpa3oBaHHOro dpaina
OCTanoCb TakMM Xe, KaKk M paHee, MHaye 3ajaya 3aBepumnTcst € OWMOKOIA.
MpoBect obpatHoe Npeobpas3oBaHME Takoro dpaina nocne BOCCTAHOBNEHUSI €ro
13 apxuea cnemyet BPY4YHyKO npw nomowm ytunutel rbcrypt. Mpu takom pexnme
paboTbl HET HEOOXOOMMOCTU YyKasbiBaTb anroputM npeobpasoBaHus B MpaBune
PE3EPBHOrO KOMMPOBAHUS, MHaye apxue Oynetr NOBTOPHO npeobpasoBaH C
NCNONb30BaHNEM MacTeP-KoYa.

[ns BbINOMHEHNS 3aWWTHOrO Mpeobpa3oBaHNs OOCTYMHbl  anropuTMbl,
npeAcTaeneHHble B Tabnuue 1.

Ta6bnuua 1 — ANropuTMbl 3alUTHOTO NPeobpasoBaHns, AOCTYMHbIE B YTUIUTE
rbcrypt.

Anroputm ,D,nm-lg Kntoua, MpumeyaHue
uT
Anubis 128, 256
Aria 128, 256
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AdnunHa knoua,

Anroputm 6uT MpumeyaHue
CAST6 128, 256
Camellia 128, 256
YKpavHCKnin HaumoHanbHbii ctangapt ACTY
Kalyna 128, 256, 512 7624:2014
. Poccuitcknii HaumoHanbHbin ctaHgapt FOCT
Kuznyechik 256 P 34.12.2015
MARS 128, 256
Rijndael 128, 256 Advanced Encryption Standard (AES)
Serpent 128, 256
Simon 128
Kutaickmin HaumoHanbHbli cTaHaapT ans
SM4 128 6ecnpoBOaHbIX CeTel
Speck 128, 256
Threefish 256, 512, 1024
Twofish 128, 256



https://en.wikipedia.org/wiki/Threefish
https://en.wikipedia.org/wiki/Advanced_Encryption_Standard
https://en.wikipedia.org/wiki/Kuznyechik
https://docplayer.ru/67908042-Dstu-7624-2014-rasparallelivanie-blochnogo-simmetrichnogo-shifra.html
https://docplayer.ru/67908042-Dstu-7624-2014-rasparallelivanie-blochnogo-simmetrichnogo-shifra.html

@ 'RuBackup

JloKanbHbIU TIUCT OrpaHN4YeHnn

B Tom cnyyae, ecnm kakne-nmbo KOHKPETHbIE PECYPCHI KNMEHTA HE OOMXHbI
nonacTb B PE3EPBHYIO KOMUIO, UX MOXHO BKIOYNTL B NIOKANbHBIV IMCT OrpPaHnYeHni
Ha KnueHTe. JICT orpaHuyeHnii pacnonaraeTtcs B karanore /opt/rubackup/etc:

rubackup restriction.list.mysql57

HanmeHoBaHme pecypca, Ans KOTOPOro HET HEeoOXOAUMOCTW BbINMONMHATb
pe3epBHOE KOMUPOBaHWE, [HOOMXHO ObiTb yka3aHO B OTOENbHOW CTPOKE
COOTBETCTBYIOLLEro doamna.

IOns Toro, 4t0bbl NMNCTLI OrPAHUYEHUIA UMENW CUNY, HEOOXOAMMO BKIIOYUTH
3Ty BO3MOXHOCTb 0N KnmeHta B KoHgourypaumm RuBackup (cMm. Pykosoactso
cuctemHoro agmuHucTparopa RuBackup).

Ina dpannosbix CUCTEM B NNCTE OrPaHUYEHUn BO3MOXHO WCMONb30BaHWe
perynspHbIX BblpaXeHui, HanpuMep OS5 UCKN0YEHNS U3 pe3epBHOM KOMUN BCEX
chalinoB ¢ pacwmpeHmemM tmp HeobxoaMmo 0oH6aBUTb CTPOKY:

*tmp

BHuMaHue! B HekoTopbix cnyyasix onepauvoHHas cuctema 6nokvpyet
BPEMEHHbIE paiinbl 1 Katanorn Takmum obpasoM, YTO K HUM HE MOXET MOMy4YuTb
JOCTyn [axe Cynepnonb3oBatenb. IJTO MOXET MPOMCXOOWUTb MNpU  YOANEHHOM
[OCTyne K Y4YeTHOW 3anucy nonb3oBatens, B 3TOM C/yyae MoryT ObiTb
3abnokmpoBaHbl katanorn ~/.session, ~/.cache, ~/gvfs wn np. Ecnu npwm
NCMOSIHEHNN PE3EPBHOrO KOMMPOBaHUS MNoaobHble doannoBble pecypcbl OyayT
3a6510KMpOBaHbl, Pe3epBHOE KomnvpoBaHue OyneT 3aBeplieHo C owunbkoi. YTobbl
npenoTBpaTuTb  MOJOOHYID CcuTyaumilo pekomeHmyetcs [nobasBuTb MNOAO6HbIE
katanoru B dpavin /opt/rubackup/etc/rubackup _restriction.list.filesystem v BKNOUYNTb
ONs KNMeHTa BO3MOXHOCTb MCMONb30BaHWS nucTa 3anpetoB (CM. PykoBoacTBO
CUCTEMHOro agMuHuctpartopa RuBackup).
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Mcnonb3oBaHMe MeHedXepa

agMuHucTtpatopa RuBackup

OkoHHOe npunoxeHne «Meneoxep agmunHuctpatopa RuBackup» (RBM)
npefHasHa4yeHo Ans obwero aaMUMHUCTPUPOBAHWMS CEPBEPHON  rPYNMMPOBKM
RuBackup, ynpaBneHus KAMeHTamn pe3epBHOrO KOMMPOBaHMUS, rnobanbHbIM
pacnucaHnem pe3epBHOro KOMMpPOoBaHUA, XpaHUInLWaMmn pe3epBHbIX KOnui 1 np.

RBM MoxeT ObiTb 3anyleHO aOMWHUCTPATOPOM Ha OCHOBHOM CepBepe
pesepBHOro konuposaHus RuBackup.

3anyck MeHeoxepa agMvHucTpatopa RBM:
BapwaHr 1:

# sudo LD LIBRARY PATH=/opt/rubackup/lib
/opt/rubackup/bin/rbm

BapwuaHT 2:
# ssh -X your rubackup server

# sudo LD LIBRARY PATH=/opt/rubackup/lib
/opt/rubackup/bin/rbm

Lns pe3epBHOro KOMMPOBAHMS Ha XOCTE AOMXEH OblTb YCTAHOBNEH KIMEHT
RuBackup. KnueHT ponxeH ObiTb aBTOpM30BaH agMmuHucTpatopoM RuBackup
(cM. pazgen «KnueHTbl» MeHeoxepa agmmHuctparopa RuBackup).
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Mpwn 3anycke RBM Bam noTpebyeTcs NpoiTy ayTeHTMcprKaumo. YTOUHUTE
login/password ons Bawein pabotbl y rnasHoro agmuHuctpatopa CPK. Ecnu Bbl
rnaBHbIA agMUHUCTPATOP, TO MUCMONb3yNTe O asTopu3aunn cynepronb3osarens
rubackup v TOT Naponb, KOTOPbIV Bbl 3a4anv eMy Npu MHCTannsaumm (PUCyHoK 1).

RuBackup manager (on canopus.rubackup.local)

‘“\

RuBackup Manager

Wms cepeepa

localhost

Wma nons3osatens

rubackup

Maponb

Bo#Tun

PucyHok 1

Ha Bknagke O6beKTbl NpeacTaBneH CNMCOK KIIMEHTOB CUCTEMbI PE3EPBHOIO
KOMMPOBaHUS, B KOTOPOM ykKasaHo uMS, yHukanbHbin HWID wn onucaHune. Ecnu
pa3BEPHYTb 3aMnMCb A1 KaKoro-nnbo U3 KNMEHTOB, B BbiMadatolwem crnvicke OynyT
OTOOpaxXeHbl TUMbl PECYPCOB, AN KOTOPbIX OAHHbIA KIMEHT MOXET co3ndaBatb
pe3epBHble Konun. KnneHTbl, KOTopble B AaHHbIi MOMEHT HaxoasaTtcs B online, 6y oyt
OTMEeYeHbI 3eneHbIM LBeTOM. KnueHTbl B cocTosiHum offline — KpacHbIM (prcyHOK 2).
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re)
Ru & @
& o EEYERUN pasuna Mpasuna ctpateruu  PenosuTopwii  YAanéHHas penaukaums  NaH BOCCTaHOBNEHMS

9 oBnecn - T !
File system

ID  Tun  IDKknuewTa Wms kivewta  HWID Craryc  Tunpecypca  Pecypc  IDnpaswna  ID crparerun

Crpareryu

M logical volume

[ ro6ansHoe pacnucarme PostiresqLUnivers

@ YaanénHas pennvkaums > XTSRRI v Rusackup server
B Pencauropit

) Ouepeas 3apau

5 Cepeepbi RuBackup

[ XypHanet

& AgMuHUCTpUpOBaHUe

PucyHok 2

Mpn nomowm meHenxepa agMmuHucTpatopa RuBackup MOXHO co3patb B
rnobanbHOM pacnucaHnM OAHO WIN HECKONbKO MpaBui Pe3ePBHOr0 KOMMPOBaHMS
doalnnos 1N Katasnoros.

Ilns 3T0r0 HE06X0ANMO BbIMONHUTD cneayouimne JencTeumS:

1. Haxopsicb B pasnene «O6beKTbl», Bbilbepute Bknaaky «MpaBuna» n Haxmmte
Ha MKOHKY «+» (PUCYHOK 3):

¢ Ru a @

= e re— . T
& O6nekTbl M astra-postgres =
File system

- ID  Vims roBansHoro pacnucanms  Cratyc 1D KnveHTa Ums Kauenta HWID Vs nyna  EMKOCTS XpaHunmuia,
Tpaterum —

LVM logical volume 1 test (wait) 3 astra-postgres  404dbcSfb751e9ac  Default 0
B ro6anbHoe pacnucarHue PostgresQ

VAanEHHas pennukaLm B smolensk test.rubackup JENEICRIASS

[@ PenozuTopuii

) Ouepeas 3apau
Cepsepbl RuBackup
[ XypHans!

& AaMUHUCTPUPOBaHUe

PucyHok 3

10
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2. Bbibepute TN pecypca «File system» (pucyHok 4):

[ Ru A @

= [o6aeuTk rnobansHoe pacnucaHne

& 06Lekth
I'Ipasvma rnobansHoro pacnucaHna

& Crpaterun

[ ro6anbHoe pacnncaHue NapameTpsi npasuna

, HazeaHwe npasuna
YpanéHHas pennvkaums

KnueHt primary-server (a8858bed44583fc1) v

[2) Penosutopuii
Twun pecypca File system ~ -

] Ouepespb 3asa4

Pecypc
2 Cepeepbi RuBackup Tun PK full “
ypHanb!
JlononHuTeNbHLIE NapamMeTpsl Npasuna
& AAMUHUCTPUPOBaHWe
EMKOCTB XpaHuauwa Inf re
EMKOCTb XpaHWAWLLA KNMeHTa Inf re
MpuoputeT 100

Wwdposaxne nocrypt

+
v
CKpUNT NpU HOPMaNLHOM ELINONHEHUA .

CKpUNT NpW BLINOIHEHUM € OLWIKMBKaMK

.. . ]

PucyHok 4
3. Bblbepute pecypc, anst KoToporo 6yaeT BbIMONHATLCS NPaBUIo (PUCYHOK 5).

Beibpats

pdp/

andreyk/

dsidorin/
serder/

u/

PucyHok 5

11
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4.YCTaHOBUTE NpPOYME HACTPOMKK: TuUN pesepBHoro konuposaHusa  (Full),
MakCuMManbHbIi 00beM Ons pe3epBHbIX KOMWiA faHHoro npaswna (506), cpok
XpaHeHus (2 Mecsua), Yepes Kakol MPOMEXYTOK BPeMeHW TpebyeTCs BbINONHUTD
NMPOBEPKY pe3epBHOI KOMUW U He NPOBEPSATL €€ BOBCE (PUCYHOK 6).

e Ru a8 &

Nob6asuTh rnobanbHoe pacnucaHue ~/ TpumeruTs

2 o6vexThi
Hpaavma rnobaneHoro pacnucaHusa
B Crparerum

[El MobansHoe pacnucaqne MapameTpsl Npaeuna

i Hassanwe npaswna File system
[d YaanénHas pennukaums

KnvenT primary-server (a8858bed44583fcl)
[2) Penozutopwid

Twn pecypca File system v ]

Ouepeapb 3aga4d
BEE . Pecypc /home/

= Cepeepbl RuBackup Twun PK full

[ee] XypHanel

JononHnTensHele napaMeTpsl npasnna

& AAMVHWCTPUpPOBaHUe

EMKOCTL XpaHunnuia Inf re
EMKOCTB XpaHunmwa KameHTa Inf re
MpuoputeT 100

LWndpoeaHune nocrypt

CKpUNT NPY HOPManbHOM BbINOIHEHWN

CKpWUNT MpH BEINCAHEHWUK C ownbramu

.. ¢ i

A rubackup@localhost T - ]
PucyHok 6

BHOBb co3naHHOe npasuno bynet obnagatb CTatycom «wait», 3T0 03HavaeT
4TO OHO He ByneT nopoxaaTb 3a4ay Ha BbINOMHEHNE PE3EPBHOMO KOMMPOBAHUS [0
TOM nopbl, noka agmnHuctparop RuBackup He 3anycTuTt ero u oHO U3MEeHUT CBOW
ctatyc Ha «run». [lpun HeobxoommocTn paboTy npaBuna MOXHO Oynert
NPUOCTAHOBUTL WAW  3anMyCTUTb B NIIOOOA MOMEHT BPEMEHM MO XENaHuio
agMyHucTpartopa. Tak Xe agMUHUCTPATOP MOXET WHMLMUPOBATb HeMenjieHHOe
cosfaHve 3agayv npu cratyce npasmna «wait».

Mpaewno rnobanbHoro pacnncaHnst UMeeT CPOK XM3HW, ornpeaensieMblii npu
ero co3gaHuu, a Tak Xe npegycMaTpuBaeT Cnefyowme BO3MOXHOCTH:

1) BbINOMHUTE CKPUNT Ha KJMEHTE CKPWUMT HAa KAWEHTe Mnepen Hayanom
PE3EePBHOr0 KOMMPOBAHUS.

2) BbINONHWTL CKPUNT Ha KIMEHTE MOCAE YCMEWHOro OKOHYaHUS Pe3ePBHOMO
KOMMPOBAHMS.

3) BbIMOMHUTL  CKPUNT Ha KAMEHTe MOoCNe HEeyOayHoro 3aBeplleHus
Pe3epBHOro KOMMPOBaHWS.

4) BbinonHuTb rlpeo6pa303aHV|e pe3epBHO|7| KOMnn Ha KnmneHTe.
5) I'Iepmo,u,mquKm BbIMOMHATb NPOBEPKY LLENOCTHOCTU pe3epBHO|7| Konun.

6) XpaHuTb pe3epBHbIe KONUW onpenenéHHbIii CPOK, a NMocne ero OKOHYaHMs
yOoansdTb UX U3 XpaHWIULLA PE3EPBHbIX KOMUIA M M3 3anuceii penosutopus, nmbo
NPOCTO YBEOOMMATH MOMb30BaTeNeli CUCTEMbl PE3EpPBHOr0  KOMMPOBaHUS 06
OKOHYaHNK CPoKa XpaHeHWsl.

12
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7)Yepes onpenenéHHbIi CPOK MOCne Cco3haHus pPe3epBHOM  Konun
aBTOMaTU4yecKn nepemMecTutb e€ Ha [Opyrov Nyn XpaHeHusi Pe3epBHbIX KOMuiA,
HanpuMep Ha KapTpuaX NEHTOYHOM BrubnmoTteku.

8) YBenomnatb nonb3oBaTeniel CUCTEMbl PE3EPBHONO  KOMMPOBAHWUS O
pe3ynbTatax BbIMOMHEHMS TEX WAM WHbIX OMNepauuii, CBA3aHHbIX C NPaBUIOM
rnobanbHOro pacnmcaHms.

MNpu cospaHun 3apay4nm RuBackup oHa nosBnsetrcsa B rnasHOW o4vepenm
3apad. OTcnexmBaTb UCNOMHEHVE NPaBUI MOXET Kak agMUHUCTPATOP, C NMOMOLLbIO
RBM, Tak knneHT npu nomowmn RBC.

[Mocne ycnewHoro 3aBepLeHnsi pe3epBHOro KONMpPOBaHUS pe3epBHas Konms
OyneT pasMelleHa B XpaHUIMLLE Pe3epBHbIX KOMuiA, a MHdopmauus o Hel bynet
paamelleHa B penosutopun RuBackup.
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Hactponku npasun rnob6anbHoro

pacnucaHusa RuBackup

Lns BbINONHEHMSI PE3EPBHOr0 KOMMPOBaHWS HeobXO0AMMO MPW  MOMOLL
MeHeoxepa aamuHuctpatopa RuBackup cospate npasBuno B rnobanbHOM
pacnucaHun, B KOTOPOM ykasaTb COOTBETCTBYHOWMA TN pecypca. Npun cospgaHum
npaeBuna B rnobanbHOM pacnvcaHum agmuHuctpatop RuBackup 6yner Buoetb
CMMCOK BCEX (oaiifioB 1 KaTanoroB Ha KiMeHTe 1 MOXET BblbpaTb TpebyeMblii (Ons
3TOro HeobxoAamMMo, 4TobbI Ha KNeHTe paboTan KNMMEHTCKUIA GOOHOBbI MPOLIECC).

Mpy cosmaHun npasuna PEe3epBHOrO KOMMPOBAHWMSA MOXHO OMpPemnenvTb
crnenytoulme napameTpbl:

— TN PEe3epBHOro KOMMPOoBaHUSA (MONHbIA, AuddepeHumanbHbln  1aun
VHKPEMEHTabHbIN). [1ns 06pa3oB 1 KOHTEMNHEPOB BbIMOMHAETCS TONbKO MOMHbIA TUM
pe3epBHOro KOMMPOBaHWSA, 0N TOMOB — MOMHbIA, AudodoepeHunanbHbli  vnu
WHKPEMEHTa/bHbIN;

— paspeleHHbli  MakCUManbHblii O0BbEM [ONsi BCEX PE3EPBHbIX KOMUIA
npaBuna;

— HeobXxoauMOCTb NpPeobpa3oBaHMs PE3EePBHOM KOMUM TEM WM UHBIM
anroput™MoM. MpeobpasoBaHue 6yneT BbIMONHSATLCS HA CTOPOHE KIMEHTE;

— wabnoH BpEMEHM 1 AaThl CO34aHNS 334241 PE3EPBHOI0 KOMUPOBAaHNS;
— donar 1 nepvon asToMaTMyeCcKon NPoBEPKN pPe3epPBHON KOMUK;

— CPOK XpaHeHuns pe3epBHbIX KOMWiA CO34aBaemMoro npaswna;

— Nyn XpaHeHns, B KOTOPOM ByayT pa3MelLeHbl pe3epBHbIE KOnuu;

— HeobXOOUMOCTb aBTOMATUYECKOrO YOANEHUS PE3EPBHON KOMWUM, CPOK
XpaHeHns KOTOPOM UCTEK;

— nepemMelleHne pes3epBHOM KOonmuuM B APYron nyn, npu  OOCTUXEHUN
ornpenenéHHoro cpoka ¢ MOMeHTa e€ co3faHus;

— BO3MOXHOCTb 014 KNNeHTa yoansaTb pe3epBHbIE KON N3 Peno3nTOpnA;

— HacTpoiikun cuctembl yBefnomnewuss RuBackup nns cospaeaemoro
npaBsuna;

YBeoomMneHns MOryT NPONCXOoANTb B Cliefyowmnx ciydasx:

— HOpMarbHOE MCMONIHEHME NPOLEIypbl PE3EPBHOI0 KOMUPOBaHWS;

14
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— UCMONHEHWE NPOLEeLypPbl PE3EPBHOIO KOMMPOBaHWS C OWwmnbKamm
— NpOoBepKa Pe3epBHO KONuK;

— OKOHYaHwWe nepuona OenCTBUS CO34aBaEMOro npasuna;

— OKOHYaHWe BbloeneHHOro obbéma ONs XpaHEHUS PE3EPBHbIX KOMUIA

npaswna;

— OKOHYaHWe cpoKa XpaHeH sl Pe3epPBHO KOMWK.

15
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HacTtponku ypaneHHOU pennvkauuu

Ina ocywecTBNEHNs yOaneHHON pennukaumm Ha CepBepe pPe3epBHOro
KOMMPOBaHMS LOMXeH OblTb HAcTpoeH xoTs 6bl oomMH nyn Tuna «bBnoyHoe
YCTPOWCTBO», cOOepXaluiA  MWHAMYM OOHO 6noyHoe  YCTPOMCTBO  Ans
MCMONb30BaHNSA B KayecTBe AeLynULMPOBAHHOMO XPaHUIMILA PEe3EPBHbIX KOMuii
(bonee nompobHytd MHGpopMauMlO CM. B pykoBonactBe  «[epynnukaums
B RuBackup»).

LOCTyrnHble  TEXHONOTUM  XpaHeHWst U  MeTodbl Mepefayn  OaHHbIX
LN pennukaumm nepeyncnenol B Tabnuue 2.

Tabnuua 2 — lMopaepxvBaeMble ANs PENINKAUMN TEXHONOTUM XPaHEHNS 1
MeToAbl Nepeady AaHHbIX

TexHonoruu MeTtonbl nepenaym gaHHbIX MEXAY XPaHUIULLLEM
XpaHeHus 06pa30B U CUCTEMHbIM XpPaHU/IULLLEM
Filesystem ssh

shared
gcow2
LVM lvm_Ilvm

YrpasneHne npasvnamn yOoaneHHoOW pennvkauum OCyLEeCTBNseTcs npwu
nomowm MeHenxepa agmuHuctpatopa RuBackup (RBM). Bknagka «YpanéHHas
pennukaums» B rnaBHoM okHe RBM copepxut nHcpopmaumio 060 Bcex npasmnax
HenpepbIBHON yaanéHHoM pennnkaunn. BKIoYEHHbIE NpaBmna NMEKT CTaTyC «run»,
BbIK/TIOYEHHbIE - «Wait» (PUCYHOK 7).
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¢ Ru A @

S [# Dobasute (3 Knonuposate (7 PepakTuposatb [ Yoaomte [ Boinonnute Brawuwuts @D B

1D WmA knueHTa Craryc Twn pecypca Pecypc YaanéHHbI KnueHT Pecypc HazHauyeHWn Wms nyna Mepuog MNocnegHuid 3anyck

& O6bekTbI
_ 2 astra-frontl.bre@ File system 10 astra-front2.brest.back /backup_tmp/ block pool  00:01:00
& Crpatervn

1 astrafront.bred wait ) File system 4 astra-front2.brest.back /backup_tmp/ block_pool  00:01:00

[ rno6ansHoe pacnncare

YaanéHHas pennvkaums

[2) PenosuTopuii

) Ouepegp 3apau

{8 Cepsepsl RuBackup
] XypHanst

& AOMWUHUCTPUPOBaHWE

PucyHok 7

YnpaeneHne npasunamy  yoanéHHoOW — pennukaumMmM - OCyWecTBNsSieTCs
C NOMOLLBIO KHOMOK Ha BEPXHEN naHenum Win B KOHTEKCTHOM MEHI0, Bbi3blBAEMOM
HaXxaTmeM nNpasBov KHOMKW MblWK (PUCYHOK 8).

NobasuTe
KnoHuposaTs
PegakTupoBaTs
BoInonHuTs
3anycTuts

Ypanute

PucyHok 8

JocTtynHbl cnenyowme oencTBus:

« [obaBnTb HOBOE NPaBWIO YOANEHHOW pennKaumm.
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° KJ'IOHI/IpOBaTb npaswuo.
® Pe,D,aKTVIpOBaTb npasuno.
*  BbINonHUTbL npasuio HeEMeOJ/1IEHHO.

*  3anyctnTb/NproCcTaHOBUTbL — MEPEBECTN MPABMIO U3 «wait» B «run»
1 HaobopoT.

* Ypanutb npasunno pennvkauumn.

Mpy DobaBneHWM HOBOro MpaBuna HEMpPepbIBHOW YAANEHHON pennukaumm
HeobX0OMMO YCTaHOBUTb Cleaytolmne napameTpbl (PUCYHOK 9):

- k
¢ [ 2{T] 8 @
= Jo6aBKTh yAANEHHYIO PENAUKaLKID V' MNpumennts
& O6vexThi
WCToMmHnK

@ Crparerum

Knvent astra-client-1 (9dad6eb6d34a53f3) N
El ro6ansHoe pacnucanue Pecypc * mome! -
B Ynanéunan pennukauyus Tun pecypca  File system e -
(=) PenosuTopumii

MecTo Ha3HaueHus

[] Ouepeas 3agau ERTb i memme————— "

Knneur astra-client-2 (c13e8536c7e813ef) v \
= Cepsepsl RuBacku
Scep p P Kartanor pacnakoekn * /home/ -
[ XypHanei
& AamuHncTpupoearve

NapameTpol

3anyckaTe Kax At 1 + mins v

XpaHeHue pennmk 1 .

Hasano nepuona aedcTens 06.09.2023 17:20 A [ @

OxOHYaHMe Nepuona AedcTens  06.09.2024 17:20 B

Havano pa6osero okHa 17:20:00.000 B
Koweu paboyero okHa 17:20:00.000 &l
PucyHok 9

e Bnok «cTo4YHuK»:

o KnmeHT — BblibepuTte KNMEHT CUCTEMbI PE3EPBHOr0 KOMMPOBaHUS, OTKYyda
6ynyT nepenaBaTtbCs OaHHbIE.

o PecypC — HaXmuTe Ha WKOHKY «..» PAOOM C Haanucbl «Pecypc»
1 BbibepuTe pecypc, oTkyaa byayT nepenasatbcs aaHHble (PucyHok 10).
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BribpaTh

.pdp/

| andreyk/
dsidorin/
serder/

u/f

PucyHok 10

Tun pecypca — BbibepuTe «File system».

Bnok «MecTo HasHaYeHns »:

[¢]

KnueHt — Bbibepute KAMEHT CUCTEMbI PE3EPBHOr0 KOMMPOBAHUS,
Ha KOTOpbI BynyT NnepenaBatbCs AaHHbIE.

Katanor pacnakoBkm — BblbepuTe OMPEKTOPUID, B KOTOpyto OyayT
nepenaHbl PenIMUMPOBaHHble AaHHble. [Ins ycnewHoro BbIMOMHEHUS
pennvkauun TpebyeTcs Hanuyme cBoBOOHOrO MecTa B 4aHHOM KaTanore,
KOTOPOE MpeBblwaeT 06beM Hakanmpyembix OaHHbIX.

MpumMeyanwve: ecnu B bnoke «MIcTouHWK» y nons «Pecypc» n B 6noke «MecTo
HasHayeHus» y nona «Katanor pacnakoBku» ykasaTb OOHy W Ty Xe
avpekTopuio, Hanpumep /home/user, To nanka user n3 gupekTopun /home co
BCEM COOEPXMMbIM OyneT pennmumpoBaHa M3 UCTOYHMKA B MECTO Ha3HaYeHWs
B AMpekTopuio /home/user, T0 eCTb KOHEYHbI MyTb PEerMuMpoBaHHON Narnku
6ynet: /home/user/user. Ytobbl 3T0r0 n3bexarb, Heobxoaumo B bnoke «MecTo
HasHavyeHus» y nonsa «Karanor pacnakoBku» yCTaHOBUTb MyTb HA OAMH KaTtanor
HVXe, HanpuMep, Npu NyTM UCTOYHMKA /home/user NyTb Has3Ha4YeHUs OONXEH
6bITb /home.

Mepuvopg pennukauunu.
XpaHeHue pennuk (KOnmMyeCcTBO XpPaHUMbIX PEMIVK B PENO3UTOPUM).

[ata Havana v oKkoOH4YaHWs OencTBms npasuna.
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* [lyn ona xpaHeHWs pe3epBHbIX KOMWIA (MOXHO MCMONb30BaTb TOMbKO Myn
TMna «bnoyHoe yCTponcTBO»).

» HacTpoiikn yBegoMneHuii o cobbiTusix npasuna.

MNMepen HaCTPONKON HEMPEepbIBHON pennnkaumm HeobXOAUMO OLEHWUTb
BpEMS, HEOOXOAMMOE 1 O0CTATOYHOE ONS 3aBEPLEHNS onepaunii Mo CO34aHNI0 U
NPUMEHEHNIO PENNKK, U B COOTBETCTBMM C 9TUM HacTpauBaTtb Nepuos pennmkauum
npasuna. Bbl TakxXxe MOXeETe M3MEHUTb HACTPOWKW npaBuna rnocne ero co3naHus
(pucyHok 11).

™
“"Ru 8 @
= No6aBnTs YAANEHHYIO PENAUKALWIO + MNpumennts
& 06bexThl
WcTouHmK

E Crparerum -

Kavent astra-client-1 (9da46eb6d34a53f3) N
El ro6ansHoe pacnucarue Pecypc * Mmome/ -
[ Ynanénnas pennuxauua Tun pecypca  File system v -

(2) PenosuTopuii
MecTo HasHaueHus

[] Ouepeas 3agau

Knnenr astra-client-2 (c13e8536c7e813ef) |

Kartanor pacnakoekn * /home/ -

= Cepsepbi RuBackup
[=) XypHanst

& ABMUHNCTPUpOBaHKe

NapameTpol
3anyckaTb KaxAabif 1 + mins v
XpaHeHue pennuk b | ¥
Havano nepuoaa aeicTeua 06.09.2023 17:20 @] [ ®

OKOH4aHWE Nepuona aeicTena  06.09.2024 17:20 [

Havano paboyero okHa 17:20:00.000 A
Koreu paboyero okHa 17:20:00.000 Gl
PucyHok 11
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Pennukun pacnonaratotcs B penos3vTopuv B BUAE 3anvcei C TUMoM 3anayn
«Create replica» (pucyHok 12).

Y
¢ Ru

& ObbexTh

& Crpareruu

El ro6ansHoe pacnucamue
@ Yaanénmas pennukauwma
[3) Penoautopuid

[#) Ouepegb 3agau

Cepaepbl RuBackup

[edl XKypHank!

& AnMuHUCTprpOBaHUe

ID Cceinka ID3ajaun  Tun 3agauu

A  rubackup@astra-server

(pucyHok 13).

¢ Ru

& O6nbexTh

& Crpaterum

El rno6anbHoe pacnucaHue
[d YaanénHas pennvkaums
[2) PenozuTopui

Ouepesb 3aau

Cepeepbl RuBackup

e XKypHans

£ AAMUHWCTpUpOBaHUKe

A  rubackup@astra-server

Create replica Not Verified

CraTyc npoBepku  Wma xocTa

Twn pecypca  Pecypc

astra-client-1 File system

ID npaenna HassaHwe npaewnal

rhome/u/backup

No name

PucyHok 12

B xope pabotbl cTapble pennvku OynoyT yoansTeCa U3 pPemno3uTopusi, Ans
4ero B rNaBHOW odvepenn 3apady OydyT co3paBaTbCsl COOTBETCTBYHOWWME 3anau

1D
2
1

T™n
Apply replica

Create replica

ID KnMeHTa  MIMA KNKWeHTa
2 astra-server

3 astra-client-1

o Yaanutes v

CTatyc

b10142¢1073cea0c File system
9dad6eb6d34a5313 File system

Tvn pecypca  Pecypc

rhome/u/backup

fhome/u/backup

ID npaeuna ID cTpar

PucyHok 13
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Ncnonb3oBaHuUe KJIMeHTCKOro

MeHepXepa RuBackup

MpyvHUMN  B3aMMOOENCTBMS  KJIMEHTCKOrO  MeHegxepa C  CUCTEMOW
pe3epBHOro KONMpPoBaHNSA COCTOUT B TOM, YTO MO/MIb30BaTeNb MOXET CPOpMNPOBaTL
Ty WM UHYIO KOMaHay (kenaemoe OencTBne) 1 OTNpaBnTb ero cepsepy pPe3epBHOro
konuposaHusa RuBackup. B3anmonencTemne nonb3oBartens C CEPBEPOM Pe3epPBHOIro
KOMMPOBaHUS MPOU3BOAMTCSH Yepe3 KneHTa (CPOHOBbIM MPOLIECC) Pe3epBHOro
KormposaHus. KnueHtckuii  MeHegXxep OTNpaBnsier KomaHdy nonb3osartens
KIMEHTY, KNWeHT oTtnpaenser eé cepsepy. B TOM cnyvae, ecnu pencreve
gonyctmo, To cepBep RuBackup otoact obpaTHyto KOMaHOy KMEHTY W/Wnu
nepeHanpaenTt eé€ Meomacepsepy RuBackup ons panbHeiwer obpabotku. 310
03Ha4aeT, YTO K/IMEHTCKMIA MeHenxep 0OblHHO HE OXMIOAET 3aBEPLIEHMS TOrO Mn
WHOTO OENCTBUS, HO OXMOAeT OTBeTa OT K/MEHTa, YTO 3afaHuve MPUHSATO. ITO
No3BONSET NHMLMNPOBATL NapansienibHble 3anpochl KNNEHTa K CepBepy pe3epBHOro
KOMMpOoBaHMs, HO TpebyeT OT MoMb30BaTeNs CaMOCTOATENbHO KOHTPONMPOBATb
4yTobbl HE ObINO «BCTPEYHbIX» Omnepauuii, Koraa MNPOWCXOAUT BOCCTAHOBNEHWE
LaHHbIX, U B 3TOT X€ MOMEHT 3T Xe AaHHble TPebyloTcs Ans co3naHus HOBOWA
pesepsHOM Konuu. [locne Toro, Kak Bbl OTAAN Ty WKW MHYIO KOMaHOy npv NOMOLLM
KIMEHTCKOro MeHenxepa, Bbl MOXETE MPOCTO 3aKPbITb MPUMIOXEHWNE, BCE OENCTBUS
OyLyT BbIMOMHEHbI CUCTEMOI PE3EPBHOIO KOMMPOBAHMS (OOHAKO CTOUT OOXAATbCS
COODLLEHNS YTO 3afaHue MPUHATO K UCMOMHEHUIO U MPOKOHTPONMPOBATbL 3TO BO
BKNagke «3ajaym»).

[padpnyeckuin - MHTEPGOEC  KNIMEHTCKOrOo  MeHeaxepa noaaepxmsaeTt
PYCCKWUIM W aHTNINACKWNIA A3bIKA.

3anyck K/IMEHTCKOro MeHeaxepa:
BapwuaHT 1:

# sudo
LD LIBRARY PATH=/opt/rubackup/lib/opt/rubackup/bin/rbc

BapwaHT 2:
# ssh -X you rubackup client

# sudo LD LIBRARY PATH=/opt/rubackup/lib
/opt/rubackup/bin/rbc

MNpv NepBOM 3anycke KIMEHTCKOro MeHeaxepa HeobxoamMMo 3a8aTb Naporib,
npyY MOMOLWM KOTOPOro BMOCNEACTBMN MOXHO OyaeT 3anpoCuTb BOCCTAHOBNEHWE
pe3epBHON Konuu (pUcyHokK 14).
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Bes BBOLA Naponsa nony4YmTb pe3epBHY0 KONUKO s KNMeHTa n3 XxpaHunuwa
HEBO3MOXHO. X3l Napons BOCCTAHOBNEHWS XpaHuTcs B 6a3e maHHbix RuBackup
cepsepa. Npn He0OXOAUMOCTN MOXHO M3MEHWUTb NAPO/b NPU NMOMOLLM KIIMEHTCKOrO
MeHenxepa (MeHio «KoHdourypauus» — «A3MeHNTb Naponb»).

First time password generator [

Please specify the password for operations &
with RuBackup server for this client X
Password: ||

Repeate:

Show password
v Create master key

v Create key pair for digital signature

PucyHok 14

Ha rnaBHOM cCTpaHMUE  KAMEHTCKOrO  MeHenXepa  PacrnonoXeHb
NepeknoyaoWmMecs BKNaLkW, NO3BOASIOWME YNPABAATb PE3EPBHBLIMU KOMUSMM,
pacnMcaHnem pe3epBHOr0 KOMUPOBaHWS W MpoCMaTpyBaTth Tekylwwme 3anadu
KnueHTa.

Bknanka «PesepBHble Konun»

B tabnuue Bknamoku «Pe3epBHble KOMMW» COOAEPXUTCS UHgoopmaums 060
BCEX Pe3epBHbIX KOMUAX KIneHTa, KoTopble XpaHsaTtca B penosutopun RuBackup
(pucyHok 15). OudbdpepeHumanbHble pe3epBHble KOMUU CCbINAKTCA Ha MOMHbIE
pes3epBHble KOMUW, UHKPEMEHTalbHble Pe3epBHbIE KOMUW CCbINAIOTCSA Ha NOMHbIe
pesepBHble  KOMUW  Wan  npegdbloywme WHKPEMEHTanbHble, Tak 4YTO npu
HEeobxoaMMOCTN BOCCTAHOBWTb AAHHbIE MOXHO OOHON KOMaHAOM WHULMUPOBATb
BOCCTaHOBNEHWE BCEW LIEMOYKN Pe3epBHbIX KOMUIA.

RuBackup MeHegKep KnAMeHTa 200
KoHturypauma Bug  [ewcreua  MHGopmauns
PesepsHble konui | TnofanbHoe pacnucaHie  3agauv | JIOKankHOE pacnucadme | OrpaHuyeHds
Id Task ID Reference ID Resource type Resource Backup type Pool Archive size Snapshot size Created Creation duratid
1|2 3 File system fhomefandreyk/RBv2/ full Default | 43294720 23789 2020-01-26 21:22:02+03 | 00:00:01.15
2|3 5 File system fhomefandreyk/RBv2/ full Default 43284480 23788 2020-01-27 12:51:01+03  00:00:01.15
34 6 3 File system Jhomefandreyk/RBv2/ incremental Default 133120 23787 2020-01-27 12:51:11+03  00:00:00.08

Bo Bknagke «PesepBHble KOnMuu» MNONb30BaTENO OOCTYMHbI Cnegytowme
OencTeums:

Ynanutb BbIOpaHHYIO pe3epBHYIO KOMMUIO.

970 [OeficTBMe BO3MOXHO B TOM Cnyyae, ecnu B mpasune rnobanbHoro
pacnucaHus ecTb  COOTBETCTBylolwlee paspelueHve. Kpome Toro, mpm
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HEobX0aMMOCTU BbINOMHWUTL yOaneHne pe3epBHON Konun noTpebyetcs BeCcTu
naposb KMEHTA.

BoccTtaHOBUTH LLEeMOYKY pe3epBHbIX KOMUMA.

OT0 pencreme 3anyckaeT npouecc BOCCTAHOBMNEHUA LENOYKN pe3epBHbIX
KOMWI Ha CUCTEME KIINEHTA.

KnueHTckuin MeHepoXep He OXWOaeT OKOHYaHUS BOCCTaHOBNEHUS BCEX
pe3epBHbIX KOMWI, MNOMb3oBaTtenb [HOOMXKEH MPOKOHTPONMPOBaTb BO BKNagke
«3adayv» 4YTO BCE CO34aHHble 32[4a4M Ha BOCCTAHOBMEHME AaHHbIX 3aBEPLUMNINCH
ycnewHo (ctatyc 3agad «Done»). [Ins ycnewHoro BbIMOMHEHUS 3TOr0 OENCTBUS
TpebyeTcs  HanMumMe  OOCTAaTOMHOrO  CBOOOOHOrO  Mecta B Karanore,
npegHasHa4YeHHOM Ons CO34aHUS W BPEMEHHOrO XPaHEHWS pPe3epBHbIX KOMuiA
(cM. onumio use-local-backup-directory).

MpoBeputb pe3epBHYO KOMNUIO.

970 DeicTBrE MHMUMMPYET Co34aHne 3a4ayy NpPoBEPKM PE3EPBHON KOMUK.
Ecnn pesepBHas konusa Obina nognucaHa UMGOPOBOW noanucbto, 1o Oynet
NPOBEPEH pa3Mep haiinoB Pe3EPBHO KOMUK 1 caMa pe3epBHas KOMNus.

Bknapka «FnobanbHoe pacnucaHue»

B tabnuue Bknagku «mobanbHoe pacnvcaHne» CoOepXUTCS UHAOpMaLUS
060 Bcex npaswnax B rnobanbHoM pacnucaHum RuBackup ons atoro knveHTta
(pucyHok 16).
RuBackup MeHeXXep KAMEHTa a&®
I e T
Pe3epeHbie konWi | [nofansHoe pacnincanve | 3agauM | JIOKanbHOE pacnucaHve | OrpaHu4eHus

Storage
capacity, GB

Day of

Day of Validity validity Resource
month

week start period end period type
1/8 Rbv2 full 5 0 0 1 January | Monday 2020-01-27 12:49:00+03 2021-01-27 12:49:00+03 File system /home/andreyk/l

Id Rule name Min Hour Month Resource

29 Rbv2 inc 5 0 0 1 January | Monday 2020-01-27 12:50:00+03  2021-01-27 12:50:00+03 |File system /home/andreyk/l

PucyHok 16

Bo Bknagke «[nobanbHoe pacnvcaHve» MOMb30BaTento  AOCTYMHbI
cnegnyowne oencTBus:

3anpocutb HOBOE NpasuIo.

9710 LelicTBUE BbI3bIBAET AManor NOAroTOBKM HOBOrO Npaswmna B rnobanbHoM
pacnucaHum RuBackup ons mnaHHoro knueHTa. 3anpoc Ha nobaeneHue npasvna
TpebyeT onobpeHusi aoMmnHucTpatopa RuBackup, onobpeHre MoXeT BbiTb caoenaHo
B OKOHHOM MeHeaxepe agMmuHuctpartopa RuBackup.

3anpocuTb yaanuTb NPaBuIO U3 rMo6anbHOro pacnucaHus.

910 peitctBue popmmpyeT 3anpoc Kk aamuHuctpatopy RuBackup 06
yOaneHun BbiIOpaHHOro Monb30BaTeNeM MpaBuna M3 rnobanbHOro pacnmcaHus
RuBackup. 3anpoc Ha ynaneHue npasuna TpebyeT onobpeHust aaMmHUcTpaTopa
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RuBackup, opobpeHne MmoxeT ObiTb COEnaHO B OKOHHOM  MeHedXxepe

agmuHuctparopa RuBackup.
Bknapka «3apayn»

B tabnuue Bknanku «3agayn» COOepXUTCS uHhopMaums 060 Bcex 3anadax
B rnasHou ovepenu 3agaHuin RuBackup onsa astoro knueHta (pucyHok 17). B
3aBMCUMOCTM OT HacTpoek pesdepsBHOro cepsepa RuBackup BbiNONHEHHbIE 3a0a4u
M 3adayn, 3aBEPWMBLIMECS HEYOAAYyHO, Yepe3 Kakoe-TO BpPemsi Moryt ObiTb
aBTOMaTU4YeCKU yaaneHbl U3 rnasHov odepeamn 3anad. ViHgopmaums o BbinonHEHUN
3afaHunin oukcmpyeTcs B crieumanbHOM XypHane 3adad cepsepa RuBackup, npu
HeobxoamMMocTn ctatyc noboit 3apayn, Aaxe yaanéHHON M3 odepeam, MOXHO
yTo4HUTL Yy agmuHucTpaTtopa RuBackup. Tak xe wmHgopmaums O BbINOMHEHUN
3agay K/vMeHTa 3aHOCUTCS B NOKaNbHbIA XXypHanbHbI pain Ha KineHte. B
KIMEHTCKOM MeHe[Xepe MOXHO OTKPbITb OKHO OTCNEXWBaHUS XYPHaNIbHOro
doanna (MeHio «MHpopmaums» — «KypHanbHbin chann»).

RuBackup MeHepXep KNMeHTa

Kondurypauwa Bug

Pe3epeHLIe KOmAn
Id Type

1|5 Backup global | File system

FnofankHoe pacnKcaHne

Resource type

Wndropmauua

EELERT

Resource

TNokankHoe pacnucaHne

Backup type

{homejandreyk/RBv2/ | full

Rule ID
8

OrpaHuyeH1A

Strategy ID

4

Repository ID

Pool

Status

Default  Done

Created
2020-01-27 12:50:58H

Default  Done

2020-01-27 12:51:10H

2|6 Backup global | File system fhomejandreyk/RBv2/ |incremental 9

PucyHok 17

MpumMeyaHne — VHdopMaums 0 BbIMONHEHMM ClyXXebOHbIX 3a4a4 B AaHHOM BKNaake
He oTobpaxaetcs. CnyXebHbiMU SBNSIOTCS 3a4a4yu NPOBEPKM, YAANEHNS, NEPEMELLEHUS
PE3epPBHbIX KOMWIA, a TaKXe MX KONMPOBAHWS B APYroW Myn.

Bknapka «JlokanbHoe pacnucaHue»

Bo Bknagke <«JlokanbHOe pacnuncaHve» MOXHO OnpeaenvTb npasuna,
3aaBaeMble KNMEHTOM [N1s TEX UMW UHbIX NIOKaNbHbIX PECYPCOB (PUCYHOK 18).

Ons paboTbl NOKanbHOrO pacnMcaHnWs aTta BO3MOXHOCTb A0MXHa ObliTb
BK/OYeHa agMmuHucTpaTopom RuBackup ons knveHra.

RuBackup MeHepKep KAHEHTa -

KoHgurypauua Bug [JelicTens WHdopmayus

Pe3epeHble Konun
Resource type

1 GESE

InofansHoe pacnncaxne

3agayn

NokansHoe pacnucaxne

OrpaHvyeHnsa

Minute

Hour

Day of month

Month

Day of week

Resource

/home

Type

Crypt

Keyfile

Script

e

PucyHok 18
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Bknapka «OrpaHuyeHus»

Bo Bknanke «OrpaHnyeHns» MoryT ObiTb OnpeaeneHbl NoKanbHble PECYPCHI,
PE3EPBHOE KOMMPOBAHME KOTOPbIX HexenatenbHo. [nsa paboTbl NOKanbHbIX
OrpaHMYeHnin 3Ta BO3MOXHOCTb [HONMXHA ObiTb BKIKOYEHA AOMUHUCTPATOPOM
RuBackup ons knneHTta (pucyHok 19).

RuBackup MeHegXep KAMeHTa

Kondwmrypauwa Bug [Oeidctews  WMHbopMauws

PEEEPEIH!:IE Konu|w MobansHoe pacnucaHwne 3apayu NokanbHoe pacnucaHne OrpaHI-"I"IEHHH

File system v
*tmp|

PucyHok 19

Mpv pobaBneHMM HOBOW 3amnMCX B NOKaNbHbIE OrpaHUYEHWSI OKOHHbI
MEHeIXep crnepea npPennoXuT BbiOpaTb Kakoin-nmbo pecypc npv  MOMOLL
chaiinoBoro b6paysepa. Ecnvm HeobxoouMo BBECTU B JIOKaNIbHOE OrpaHuyeHune
3anuncb C PErynsipHbIM BbIPaXXEHMEM, TO 3TOT AManor HeobXxo4MMo 3aKpbITb, NOCne
4ero mMosIBUTCS BO3MOXHOCTb OTPEeAakTMpOBaTb 3anUCb HEMOCPEOCTBEHHO B
Tabnuue.
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YTUNuUTbl KOMaHOHOM CTPOKMU KJIMEHTa

RuBackup

Ina ynpaeneHns RuBackup €O CTOpPOHbI KnneHTa, MOMUMO KIMEHTCKOro
OKOHHOro MeHeaxepa, MOXHO BOCMO/b30BaTbCH YTUIMTAMU KOMaHOHOM CTPOKMU:

rb_archive

YTunuta npenHasHa4eHa ons ipocMoTpa Cnmcka pe3epBHbIX KOMWA KNMeHTa
B CUCTEME PE3EPBHOIO0 KOMUPOBAHWS, CO34aHMS CPOYHbIX PE3EPBHbIX KOMWUIA, UX
yaaneHusl, NPOBEPKMN 1 BOCCTaHOBNEHNS.

Ll DULECEIILUS ~ |
[root@centos ~]#

[root@centos ~]# rb_archives

|Id | Ref ID | Resource | Resource type | Backup type | Created | Crypto | Signed | Status

P ] L R R L Frm e Frr e L L L L R R LA E LT e e
| /home/andreyk/ | File system | full | 2020-01-26 21:08:23+03 | nocrypt | True
| /home/andreyk/Documents/ | File system | full | 2020-81-27 13:05:37+03 | nocrypt | True
[root@centos ~]#

rb_schedule

YTunuta npegHasHadeHa Ons NPOCMOTPA UMEIOWWXCS MpaBui KAvMeHTa B
rnobanbHOM pacnmcaHum Pe3epPBHOro KOMMPOBaHMSI.

[[root@centos ~]# rb_schedule

Id | Name | Resource type | Resource | Backup type | Status

B e s e e s s e s s e m e ma o - e +-------
| First rule | File system | fhome/andreyk/Documents/ | full

110 | First rule inc | File system | fhome/andreyk/Documents/ | incremental | wait

[root@centos ~]# I

rb_tasks

Ytunuta npenHasHa4YeHa nOjid4 nnpocMoTpa 3adad KiAneHTa, KOTopble
NPUCYTCTBYIOT B rMaBHOW o4depenn 3anad CMCTeMbl pe3epBHOIro KonmposaHUA.

LI UOL@CENLUS ~ |#

[root@centos ~]# rb_tasks

1Id | Task type | Resource | Backup type | Status | Created

R T Hrommemmmmeeeececeaoaoaos R Hrmmmme- e

| Backup global | /homefandreyk/Documents/ | incremental | Done | 2020-081-27 13:05:36+03
[root@centos ~]#
i[root@centos ~]1# I

O3HaKOMUTBLCS C OYHKUMSMM YTUIUT KOMAHAHON CTPOKU MOXHO NP NOMOLLM
KOMaHabl man unv B pykoBOACTBE «YTUNNTbI KOMaHAHOM cTpokn RuBackup».
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